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ABSTRACT
Understanding file systems is a key objective of both operating systems and systems programming courses. In order to
enhance student understanding of file systems, it is common to ask students to implement parts of a file system using a
high-level programming language. In this paper, we introduce a self-contained file system that can serve as the basis for
such projects.
The system includes a set of C++ classes that form the base of a very simple file system. The classes provide only the data
structures and interface needed to implement the file system, but not implementations of the key file system operations. It
also includes automated test cases for each of ten file system operations that students should implement.
INTRODUCTION
One of the key topics in many operating systems courses is the organization and design of file systems. For example, the
CS2013 ACM curriculum recommendation[1] suggests that students master the following learning outcomes related to file
systems:
1. Describe the choices to be made in designing file systems.
2. Compare and contrast different approaches to file organization, recognizing the strengths and weaknesses
of each.
3. Summarize how hardware developments have led to changes in the priorities for the design and the
management of file systems.
4. Summarize the use of journaling and how log-structured file systems enhance fault tolerance.
File system operations can also be an important topic in Systems Programming classes, which typically focus on
understanding and using system calls and low-level libraries to accomplish system tasks.
However, file systems contain many abstract data structures and concepts that can be difficult for students to grasp.
Students who are used to searching for everything in the age of Google may not even have much exposure to the use of a
hierarchical directory structure. Diesburg and Berns[8] point out that one of the objectives of file system design is to hide
implementation details from the user. While that creates a much better user experience, it also prevents students from
mastering file system concepts through normal use. This is especially true on mobile devices, which make the file system
nearly invisible. To address this, they provide a tool (Fileshark[8]) that allows students to visualize file system operations.
One excellent way to introduce students to file systems is to have them implement parts of a file system. Many operating
systems courses include a project where students implement or extend parts of an operating system. For example, Andrew
Tanenbaum introduced the Minix operating system[5] in 1987. Minix provides students with a fully functional clone of
Unix that they can modify in clearly defined ways to explore operating systems concepts. The Nachos operating system[2]
was released in the early nineties and provides a similar experience in which students implement synchronization constructs,
file operations, and a virtual memory system. Nachos is based on a simulated MIPS system and, while still usable, has
become a bit dated.
A team at Stanford produced a more modern version of Nachos called Pintos[3] that is written in C rather than C++. Rather
than rely on a MIPS simulation, Pintos produces executable x86 code. It also comes with a set of test cases that students can
use to check their implementations as they develop the software. Similarly, a team at Harvard produced the OS/161
project[4]. It has been suggested that OS/161 supports more realistic projects than Pintos, but also that it takes more time
for students to complete the projects[6]. Another project of this type is the xv6 project[9] at MIT, which provides a modern
version of Unix System VI.

Each of these instructional operating systems includes a component in which students design all or part of a file system.
However, the file system is heavily tied to the overall framework and the overhead that entails. As such, the file system
project requires a significant investment of class time and student effort. Because implementing even the simplest operating
system involves solving complex and abstract concurrency problems, these projects can be some of the most challenging
assignments students tackle in an undergraduate program. In fact, as Freedman points out[12], this difficulty is one reason
operating systems projects are so valuable – in addition to learning course content, students learn important lessons about
programming, software design and project management. However, the time investment required to complete these projects
means that they are suitable only for courses where the instructor can dedicate a major component of class time to
supporting the project. Furthermore, these projects tend to be cumulative – an error in one of the first projects can affect
student success in subsequent projects.
Another drawback to these projects is that they often require extensive setup. For example, Nachos requires a MIPS crosscompiler and tools for converting files to a specialized executable format[2]. Other systems require the use of virtual
machines or simulators such as Bochs or Qemu[4,9]. This makes them even more time intensive for students and faculty –
and also increases the number of places where something can go wrong.
An alternative approach is to have students extend real world operating systems. Hess and Paulson[13]; Laadan, Nieh, and
Viennot[14]; and Nutt[15] describe different projects that use Linux kernel extensions that are appropriate for undergraduate
coursework. Schmidt, Polze, and Probert[16] describe projects that use the Windows kernel. Andrus and Nieh[20] instead
use the Android mobile operating system. These projects have the advantage of realism, but the disadvantage of the
additional complexity such realism requires.
A simpler approach to providing hands-on experience for operating system concepts is to assign projects that focus on a
single concept or set of learning objectives. For example, Bynum and Camp[7] describe the use of the BACI concurrent
language to teach synchronization principles such as deadlocks and mutual exclusion. Goldweber, Davoli, and Jonjic[10];
Buck and Perugini[11]; and Robbins and Robbins[[19] describe different approaches to teaching scheduling using
simulations. Sibai, Ma, and Lill[17] used the MOSS simulator to introduce students to memory management algorithms.
However, there seem to be few projects focused on solely on file system design. Instead, research has focused on ways to
allow students to visualize file systems such as Fileshark[8] and the visualization tool described in [18].
A BASIC FILE SYSTEM
To address this gap, we present SPIFS (the Short Project Instructional File System). SPIFS provides a simple (less than 300
lines of code) self-contained base file system which students extend to implement ten basic file system operations: format,
create, list, remove, rename, copy, open, close, read, and write. The file system is loosely inspired by the disk format used
by Commodore DOS [21] to organize files on a floppy disk into a single flat directory, but without the complexity of disk
geometry and block allocation. Spifs is implemented as a set of C++ classes that can be treated as a software library. Test
cases consist of programs compiled against the library that create a file system object and then call the ten basic file system
operations on that object.

Figure 1: File System Layout
In SPIFS, the “disk” consists of a single dynamically allocated array of bytes. As shown in figure 1, we divide this array
into two logical sections: a directory listing and a block storage.
We make several simplifying assumptions about the file system to reduce the complexity and make the project as accessible
to students as possible. First, we assume that all files fit into a single 1KiB block. Second, we assume that the file system
supports a single directory located at the beginning of the “disk”. Third, we assume all operations are single-threaded.

These assumptions can be weakened to extend the project and adjust the level of difficulty to suit the needs of a particular
course.
Conceptually, the directory structure consists of a sequential sequence of fixed-size entries.
The structure of a single directory entry is illustrated in figure 2. Each entry contains a 16byte name consisting of 15 alphanumeric symbols plus a terminating null byte, a four byte
integer representing the size of the file, and a four byte integer representing the start of the
file block within the array.
We restrict filenames to alphanumeric characters and limit the size of the disk to 4GiB. For
a 4MiB disk image, this gives a file system with about 4002 twenty-four byte directory
entries and 4002 1Kib file blocks.
TESTING

Figure 2: SPIFS
Directory Entry

As students work on each of the ten operations, they can check their work by running twelve test cases provided with the
base system. All twelve tests can be run using the “make test” command or test can be compiled and run individually from
the tests/ folder. In addition, we encourage students to write their own tests and add them to the test suite by extending a
“BaseTest” class. Providing test cases gives students immediate feedback about their progress. While the test cases aren’t
exhaustive, they do catch many of the ways students are likely to fail in each task.
OPERATIONS
The first operation students implement is a “format” operation. Since the file system consists of a single directory, the
formatting task is trivial. We instruct the students to write “*” characters over all the filenames of the directory. The easiest
way to do this is to simply copy asterisks over the whole disk, but the test case only checks the filenames, so other solutions
are also acceptable.
The second task is to implement the “create” operation. This creates a new empty file by finding a free directory entry,
copying the correct filename into that entry, finding a free file block, and initializing the size and index properties to correct
values. Due to the simplicity of the file system, students do not need to create any additional data structures in order to
allocate file blocks. They can simply map each directory entry to a corresponding file block. However, they must also
properly handle error conditions, such as the existence of an existing file with the same name, an invalid filename, or a full
directory.
The third task, implementing the “list” operation, requires students to iterate through the directory, printing the name and
size of valid directory entries. In order to allow the testing framework to check that the list is correct, the function returns a
string, rather than printing to the console.
The fourth task requires students to implement the “rename” operation. To do this, student must locate the provided
filename within the directory and change it to the new name. They must properly handle error conditions, such as renaming
a file to an existing name, and attempting to rename a file that has been deleted or does not yet exist.
The fifth task requires students to delete a file. This can be handled by replacing the filename with “*” characters. As with
real file systems, deleting the file does not necessarily delete the data associated with that file. The test cases verify that
students check whether the file exists and has not already been deleted.
The remaining tasks require students to implement a data structure for storing “file handle” objects represent an open file on
the system. Each file handle keeps track of the position at which subsequent reads or writes should begin. Implementing
the “Open” task requires students to create a file handle, initialize it to point to the beginning of a file block, and return a file
descriptor representing that object. Students must verify that the file exists and that there is room in the data structure for
storing the file handle object.
Implementing the “Close” task frees the resources allocated for the file handle. The test cases verify that students properly
handle closing an already closed file or using an invalid file descriptor.
The “Read” task asks students to implement a function that reads a fixed number of bytes from an open file handle into a

buffer while the “Write” task asks them to write to the file from the buffer. In both cases, students must verify that the file
descriptor is valid and that the number of bytes to be transferred does not exceed the size of the file.
EXTENDING THE PROJECT
The base project can be assigned either to individuals or as a group project and is simple enough that most students can
complete it within a week. It can be extended in many ways to make the project more challenging and to cover more file
system concepts. Here are some relatively simple extensions that can make the content richer and more interesting:
1. Use a file allocation table to add support for multi-block files
A file allocation table represents files as “chains” where each entry in the table consists of a single integer value
representing either a free block, or the position of the next block in the chain. Blocks in the free storage of the disk are
mapped one-to-one to FAT entries. Students can reserve a section of the disk array to hold the FAT and treat the directory
index as the location of the first block. Most changes to the file system operations are trivial except for the create function,
which must now search the FAT table for a free block. The delete, read, and write operations also require modification to
correctly iterate through the linked list of blocks represented by the chain.
2. Implement multiple directories using inodes
Instead of treating file blocks as indistinguishable blocks of data, students can treat them as structures containing a “type”
field which can either be “free”, “file”, or “directory”. In this manner, the system can represent a hierarchical directory
structure with a “master directory” at the top level and subdirectories stored in file blocks. This requires the addition of new
operations for creating and removing directories. It also requires extensive modification to the “List”, “Open” and “Delete”
operations to allow them to support paths containing multiple directories. The “Copy” operation must also be modified to
allow students to move files from one directory to another. Optionally, the “Rename” function can be made to double as a
“Move” function – a choice made by many modern operating systems, such as Linux.
3. Add file permissions to the directory entry object
Since SPIFS does not have a concept of users or processes, it doesn’t make much sense to implement access control lists or
traditional Unix group and user permissions, but students can still modify the directory structure to allow files to be marked
as “hidden”, “read-only”, or “append-only”. This requires a minor change to the directory structure and a slight alteration
of the list, read, and write operations.
4. Add support for multi-threading
In the base project, all operations and test cases are single threaded, but it is fairly straightforward to use POSIX threads to
enable parallel or asynchronous I/O operations. More complex tasks (including requiring students to implement a complete
Readers/Writers system) are also possible extensions.
5. Ensure file system integrity with checksums
One of the main concerns of a real file system is ensuring that data retains integrity and that storage errors are detected
quickly. A simple way to extend the project is to replace the simple undifferentiated file blocks with a structure that adds a
length field and a checksum or CRC code. Writing realistic test cases for this extension is somewhat tricky, but flipping
random bits in the block storage area and verifying changes to the checksum can give a rough simulation of media errors.
6. Add routines that transfer data from the host operating system
It is relatively trivial to add functions that copy files from the host operating system into Spifs and back out again, but
adding these functions allows students to perform more interesting experiments with their file system such as running a
performance evaluation using different block sizes.
CONCLUSIONS
In our undergraduate operating systems course, we require students to implement projects from an instructional operating
system at the beginning of the semester and use SPIFS as the final project of the semester. In our offering of the project, we

split the project into two parts. In part one, students complete the ten base operations. In part two, students select an
extension of their choice to implement. Both parts are graded for credit. In our experience, students can reasonably
complete the project in a single week. Student feedback indicates that students view SPIFS as a much easier and more
enjoyable project than the instructional operating system projects. Since it is independent of other projects it gives them a
chance to “reset” and earn points toward their final grade that do not depend on previous work. In addition to giving
students hands-on practical experience with file systems, SPIFS reinforces important programming concepts such as the
importance of testing, data structure design, and source code management.
Grading and administering the project is also easy, since the source code requires no tools other than a C++ compiler and
the score can be calculated largely from the number of test cases successfully passed. For better test coverage, the tests can
be repeated using different disk image sizes.
OBTAINING SPIFS
The latest version of SPIFS can be cloned from gitlab.com using the following command:
git clone AUTHOR INFORMATION REMOVED
A sample handout for the project can be found in OpenDocument format at AUTHOR INFORMATION REMOVED
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