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Chain INPUT (policy DROP 373K packets, 41M bytes)

pkts bytes
740K 294M
190K 79M
0
0

target

o o

ACCEPT

external_packets O
internal_packets 0
internal_packets

prot opt
0 —
0 —

Chain FORWARD (policy DROP O packets,

pkts bytes target
108 7296 DROP
0 0 DROP

TO9K 499M ACCEPT

0 0 ACCEPT

936 47842 ACCEPT

0 0 ACCEPT

28M  38G ACCEPT

9194 1849K ACCEPT

0 0 ACCEPT

0 0 ACCEPT

52M 26G ACCEPT

] 0 REJECT

Y] 0 REJECT

0 0 REJECT

0 0 REJECT

0 0 REJECT

0 0 REJECT

0 0 REJECT

0 0 REJECT

prot opt in out
icmp -- ethl *
icmp -- eth0 *
tcp --  * *
tecp - % *
tep —— ¥ *
tep -- % *
tcp -- ethl *
udp -- ethl =*
tcp -- eth0 *
udp -- eth0 *
0 -— % *
0 -- ethl =*
0 -- ethl =*
0 -- ethl =
0 -- ethl =
0 -- ethl =
0 -- ethl =
0 -- ethl =
0 -- ethl =

in out source destination

eth2  * 0.0.0.0/0 0.0.0.0/0

ethl  * 0.0.0.0/0 0.0.0.0/0

eth0  * 0.0.0.0/0 0.0.0.0/0

* * 0.0.0.0/0 127.0.0.1

0 bytes)

source destination

0.0.0.0/0 0.0.0.0/0 icmp type 8

0.0.0.0/0 0.0.0.0/0 icmp type 8

0.0.0.0/0 192.168.0.0/22 tcp dpt:22

0.0.0.0/0 192.168.0.0/22 tcp dpt:80

0.0.0.0/0 192.168.0.0/22 tcp dpt:8080

101.92.26.68 192.168.5.15 tcp dpt:3306

192.168.0.0/22 0.0.0.0/0 tcp dpt:22

192.168.0.0/22 0.0.0.0/0 udp dpt:53

192.168.0.0/22 0.0.0.0/0 tcp dpt:22

192.168.0.0/22 0.0.0.0/0 udp dpt:53

0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED
192.168.5.121  0.0.0.0/0 reject-with icmp-port-unreachable
192.168.5.122  0.0.0.0/0 reject-with icmp-port-unreachable
192.168.5.123  0.0.0.0/0 reject-with icmp-port-unreachable
192.168.5.124  0.0.0.0/0 reject-with icmp-port-unreachable
192.168.5.125  0.0.0.0/0 reject-with icmp-port-unreachable
192.168.5.126  0.0.0.0/0 reject-with icmp-port-unreachable
192.168.5.101 0.0.0.0/0 reject-with icmp-port-unreachable
192.168.5.101 0.0.0.0/0 reject-with icmp-port-unreachable

= =
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Firewall policy errors

OUTSIDE D

113,137.10.1

IntermediateFirewall
113.137.10.1 Ethernet
Hub

113,137,

101

t 192.168.1.1

113.137.10.2 - .:
g— 113.137.10.3 113.137.10.4 /
g a 192.168.1.2 192.168.1.3 192.168.1.4

8 8 8

Ethernet
Hub

Topology of a large network
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Firewall policy errors

OUTSIDE WORLD

113.137.10.1
IntermediateFirewall
1132, Ethernat
5 113.137.10.101

192.168.1.1

Ethernet
Hub

192.168.1.2 192.168.13 192.168.1.4

Chain FORWARD (policy DROP):
target prot source destination flags
1 | ACCEPT Elll 113.137.10.0/24 | 113.137.10.4
2 DROP Elll anywhere 113.137.10.4
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Firewall policy errors

OUTSIDE WORLD

113.137.10.1

113.137.10.2

192.168.1.2 192.168.1.3 192.168.1.4

Chain FORWARD (policy DROP):
target prot source destination flags
1 | ACCEPT tcp 192.168.1.0/24 113.137.10.0/24 | tcp dpt:22
ACCEPT all 113.137.10.0/24 113.137.10.4
3 DROP all anywhere 113.137.10.4
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Existing Work

Active Testing tools
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Multiway Decision Diagrams

A Multiway decision diagram is:

Quasi-Reduced MDDs

LJ
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Rule Set MDDs
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Constructing a rule MDD

Processed Rules

Example

Ranges become nodes
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Constructing an MDD

Rule 2
J BBt |
<l * 10}

Rules 2 and 3

Rule 1

Complete rule set
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Queries
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Composition
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Meta-firewalls

o FORWARD chain of meta-firewall is the intersection of all the
FORWARD chains

e INPUT chain of meta-firewall is the intersection of the INPUT
chain of the innermost firewall with the FORWARD chains of
the remaining firewalls

e OUTPUT chain is the intersection of the OUTPUT chain of
the innermost firewall with the FORWARD chains of the
remaining firewalls
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Firewall Composition

Chain FORWARD (default ACCEPT):

Chain INPUT (default DROP):
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Network Address Translation

Chain FORWARD(policy DROP):

Chain DNAT (policy ACCEPT):

DA



000000 00000

[e]e]e}

Introduction Formal Model Firewall Composition Network Address Translation Equivalence Classes Guided Repair Conclusion
oeo 00000000000 000000000 00
Network Address Translation




Introduction Formal Model Firewall Composition Network Address Translation Equivalence Classes Guided Repair Conclusion

000000 00000 000 ooe 00000000000 000000000 ©0O0

Network Address Translation
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This allows us to generate a map of the policy

Mail Server Workstations Web Servers
192.168.1.2 192.168.1.[5-255] 192.168.1.3
192.168.1.4

Wireless
Network VPN
192.168.2.* 128.162.10.*

DNS Server

130.7.35.53
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Formal Definitions

Source Equivalent
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Destination Equivalent
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Wireless Clients
192.168.2.*

LAN Clients

192.168.1.*
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Wireless Clients
192.168.2.*

LAN Clients
192.168.1.*
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Admin Host Wireless Net
192.168.1.3 192.168.1.[0-2]

192.168.1.[4-255]

LAN
192.168.2.*
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Wireless Net
192.168.1.*

LAN
192.168.2.*
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Shadowed Rules (Policy Map)

LAN
192.168.2.0
192.168.2[2-255]

WES =S

192.168.2.1
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Shadowed Rules (Actual Map)

Workstations
192.168.2.*
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Calculating Equivalence Classes

e Step 1: Generate a multi-valued decision diagram
representation of the Firewall Policy.

MDD.

e Step 2: Calculate =g classes from the MDD.
e Step 3: Reorder the MDD to calculate =p classes from the

e Step 4: Combine =g elements and =p elements to form =gp
classes.
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Equivalence Classes in the MDD

Source 1

Source 2
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Why we can't automate repair
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Key problem

To enable fully automated repair, we must give the tool
a very narrow specification — but if we can do that, we

might as well just write the policy correctly in the first
place!

it
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Forward (Default DROP):

Why are HTTP packets from 192.168.1.0/24 to the web server
(192.168.2.4) blocked by the firewall?
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Implementation

bool testSubsetAssertion(cond A, cond B):
[1] mddA = condition_to_MDD(A);

[2] mddB = condition_to_MDD(B);

[3] notB = MDD_complement (mddB) ;

[4] result = MDD_intersect(mddA, notB);
[6] if notEmpty(result) then:

[6] return ASSERTION_FAILED;

[7] else:

[8] return ASSERTION_HELD;

The algorithm for the IS operator is similar.
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Forward (Default Drop):
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Example
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Implementation

e Create a new MDD that has additional levels.

e Instead of mapping packets to ACCEPT or DROP, map to the
firewall id, chain id, and index.

e New intersection operator that finds the rules that match a
packet.
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A History MDD

Source Address 1
Source Address 2
Source Address 3
Source Address 4
Dest. Address 1
Dest. Address 2
Dest. Address 3
Dest. Address 4
Protocol
Dport
Chain
Rule
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Constructing a History MDD

Forward (Default DROP):

Packets sent to host 192.168.4.5 should be able to

receive mail.
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Using a History MDD
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Future Work




Introduction Formal Model
000000 00000

Firewall Composition
0oo

Network Address Translation
000

Equivalence Classes Guided Repair Conclusion
00000000000 000000000  O®

Thank You!
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